
Thomas Almholt, MGTS 
Texas Instruments, Inc. 

IoT Device Architectures 
from a Semiconductor 
Perspective 



Why the IoT is attractive 
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The IoT is an enabling technology that 

will serve thousands of end 

applications 

Source: Cisco 
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The Evolution of the IoT 
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The infinite applications of IoT 
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TI has the IoT building blocks 

MCU 

Ethernet 

Sub-1GHz 

Sensors 

Analog 

Signal 

Chain Power 

Management 

Cloud 

HP Moonshot 
 

ÅDSP-accelerated 

Keystone ARM 

server platform for 

high performance & 

ñbig dataò analytics. 

Gateway, 

Bridge or 

Router 

TI gateway 

reference design  
 

ÅHardware 

ÅSoftware  

ÅSpeeds development 
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IoT ï Connectivity breadth is key 
C H AL L E N G E  W H AT  I S  N E E D E D  

Connectivity:  

One size doesnôt fit all 

Broad variety of wired or  

wireless standards 

T I  D E L I V E R S  

ÅLow power & long range 

ÅProprietary & open protocols 

ÅMetering, security systems 

ÅLow power mesh network 

ÅSmart metering & lighting 

ÅMoving into home automation 

ÅFast, low latency Ethernet 

ÅReal-time industrial control 

ÅInformation technology 

ÅFast ï 10Mbps++ 

ÅDirect Internet connection 

ÅHome & enterprise apps 

ÅData over power lines (OFDM) 

ÅDeveloped for smart grid 

ÅLighting, solar, appliances 

 

ÅLowest power 

ÅConnect to tablet/phone 

ÅMoving to industrial, automotive 

2.4GHz IEEE 802.15.4 

IEEE P1901.2  
No single perfect technology ï hybrid approach attractive 
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Low Power is Critical 
C H AL L E N G E  W H AT  I S  N E E D E D  

Power is critical Ultra low power solutions 

T I  D E L I V E R S  

Harvesting power and stretching battery life 

Thermal RF  Light Vibration 

Technology for billions of battery- or harvested-powered devices 

Power management & 

precision analog ICs 

Low-power 

microcontrollers 

MSP430Ê 

MCU 

TivaÊ-C  

MCU 

Low-power wireless 

connectivity 

Wi-Fi Bluetooth ZigBee Sub-1 GHz 
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Security is vital 
C H AL L E N G E  W H AT  I S  N E E D E D  

Security solutions to prevent, detect and respond to unintended or 

malicious behavior 

Security is a must 
Built-in hardware security 

technology 

T I  D E L I V E R S  

Protecting manufacturersô and consumersô devices, solutions and services 

Hardware  Connectivity  Software  

Symmetric  
cryptography  

Authentication  
& anti-cloning  

IP  
protection 

Tamper  
protection  
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The IoT must be easy 
C H AL L E N G E  W H AT  I S  N E E D E D  

Complexity 
IoT solutions for everyone,  

not just experts 

T I  D E L I V E R S  

Solutions that are making the IoT easy for manufacturers and consumers 

Consumers:  

Easy to set up and use 

Manufacturers:  

Easy to develop and add to designs  

ÅEasier Internet connectivity: Simplicity: Auto-

formation, auto-maintenance network, 

intelligent node, new programming model, 

simple RF 
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Semiconductors: Making the IoT happen 

Challenges What is needed 

Connectivity:  

One size doesnôt fit all 

Broad variety of wired &  

wireless standards needed 

Power is critical 
Driven by network protocol and 

silicon  

Security is a must 
Built-in hardware security 

technology 

Complexity Intelligence for simplicity 

Rapidly evolving 
Flexible hardware and software 

portfolio to mix & match 

IoT success comes from blending software, 

systems, and silicon 
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The LPRF IoT/IP Stack 

Application 

Transport 

Network, Routing 

Adaptation 

MAC 

Duty Cycling 

Radio 

HTTP, WebSockets, 

CoAP, MQTT, etc 

TCP, UDP, ICMP 

IPv6, IPv4, RPL 

6LoWPAN 

CSMA/CA 

ContikiMAC, Drowsie, 

IEEE802.15.4e CSL 

IEEE802.15.4 
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